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1. This document

This document was created with samples and screen shots using the GnuPG utility on Microsoft
Windows 2000. Other Microsoft operating systems should be pretty similar, on Windows NT,
2000 and XP, command prompt is called CMD, Shell, or CMD.EXE. On Windows 9x/Me it is called
MS-Dos Prompt or Command.Com. If you are using Linux/UNIX, the commands are similar but
paths are different.

This document is written for those who have some knowledge of what files and folder are on a
Windows system, and basic knowledge of HTML and HTML-Forms, as well as knowledge of how
to upload files and scripts to your web page.

This document does not explain fully what is needed on the receivers e-mail client.

For a step-by-step instruction, start with chapter 2 and read page by page.
NOTE

This document does not cover all possibilities nor tell you the only way something can be done.
In some cases, the way described here may not be the most efficient or recommended way.
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2. Download GnuPG binaries to your local computer
The first thing you need to do is to download the GnuPG in binary format (or you may download
sources and compile yourself, but that is beyond the scope of this document).

Go to http://www.gnupg.org/download.html and scroll down to you find the binary download for
your operating system, for Windows (Any version) us the one marked Windows 95,98,NT.

This is a zip-file, so you need to unzip this using WinZip (WinZip.Com) or some other
compression utility, uncompress to anywhere you want. Then copy gpg.exe to a system
directory in path, C:\windows\ or C:\WINNT (depending on system) should be fine.

Create a directory; C:\gnupg\ (If you choose to use any other directory, please read the file
README.W32 from the zip-fle for instructions). This is where your key rings will be stored.

It is highly recommended that you read the README files (Using WordPad or similar) to get to
know some of the basics and details about GnuPG.

We also recommend that you download the Gnu privacy handbook, it can be found at
http://www.gnupg.org/gph/en/manual.pdf, It contains a lot of useful information about crypto
technologies and how to use GnuPG.

A 1024 bit RSA key, which is default and very common, is considered to be secure enough for

most applications, the amount of possible combinations for decryption is a large number with
155 digits.
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3. Generate a new key-pair
Now start a command prompt window, go to C:\gnupg\, and type gpg —- gen- key, this will
start an interactive session for you to input your data.
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Just follow it step by step, the first 3 steps you can just hit enter for default. Then you hit Y for
accepting the settings. Then you enter your full name, then your e-mail address, then a
comment. We recommend putting a short nickname as comment.
If you typed everything correctly you hit O for Okay. The you are prompted for a secret pass-
phrase. Make it long and very difficult, but DO NOT FORGET it. You will be asked to enter it
again for verification. Then the keys will be created.
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4. View your keys
To verify that the key rings where created, type di r, to list the pubic keys on your public ring

type gpg --Ilist-keys.

C:-anupay AI
C: \?nupg>dlr
ume in drive C is

Volume Serial Humber 15 311D 10E4

Directory of Cignupg

111528081 11:25a <OIRY .
11-15-2801 11:25a <0OIR* .
1z2-19-2801 11:1Zp B pubring.bak 1
12<19-2@@1 11:13p 896 pubring.apa
1z2-19-2801 11:13p 1,218 Eecrlng.gpg
12192081 11 13E_ GEE random_see
4 Filelsl 2,814 butes
2 Diris) are, 215,616 bytea free
Ci~anupa’
C:~anupd;: .
] \gnupg>gpg ——list-kews
cisanupa-pubring. gpa
pub  108240-F32FOBFF 2001-12-20 Hagar Horrible (hagar) <hagar@sauen.coms
sub 10249-<-FEOABF4C ZEH1-12-2A@
C:anupg* -
1] | v 2

5. Export the public key in ASCII format

Most likely you want to use ASCII (Text) format when moving and sending your keys around,
the format is supported by most types of electronic transfers and messaging, such as email.

To View the key in ASCII format, type gpg --export —a user, where user should be your name
or your email or your comment.

C:~gnup 5 AI
C nuy pg_——export —3 ha
EEIﬁ EEP PU LIC KEY B DEK —————

Uerslnn GnuP JH.E [Mingll22)
Comment: For LnFn sge httpl< WWW.gnupg.org

MEELBDuhENURBHDHKnEhHCBVKuEdeHEe %lETgquF EDnEaHgEnInEuEHE?lU
534L22?2HHG+R1UH3HH UrFHSanszgyES C35RCad4t8nST1iuF+8H iLm2kHMR <y
AAZUR 2Bf hr2s6du UMt +U4+$9+091 pa 7 Jmz LULARR4FEgBcY zHLtEEQuEEuETu
nbEPRFabmgvlLKg+E8ulPDUEHPBsr allPk BUeGEr-ben Bt wds SAU W+dCYDOL 944
4FaPU1bL BU?HUSBTHqumRDba$uuyTzE?r?UreH1HHHha?EHUuEg+1VlSuKFT
Wi B Eua N L K4y eu Idu ibSuCod el T 1cUTsh Sl 2 wsROJdGFCHE E?n/uVﬁdlEuED
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Fr3ZBAM I dE AR - 2HF TeE FRk U ddeyy el rallnety IR w552 FRoSEEn Y I?Sﬁgﬂ
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gEMAR &4+ yﬁHnEzgw&B zhA4Uj4unzu EMEDW LEACH DQEDthKQH84V35
HLuHHH4thmn Akol piSxBE 178 -GF dhPARAEE adu kEBUSEdbsHRE T 2aM D?BPn
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bETElHBDrlekkHBD LlHyB RS KCEFEedHe B?J?DHFQDS UeepaCE v UJHUER
‘o i 2WR.JS 14 i IRgEYER IABaUCPCE L =RARKCE RueC/bFuSyHKCEtEETFDhSeEzH
n?PEEuVHqDHcU CFaSSccLGRSSHHP94EH?U5kDJIE

=z

C:~gnupgirapg ——edport —a hagar *> mypublickew.tut

C:~gnupgi -

1] | v
Your public key will now be printed on your screen, you can now copy and paste it elsewhere if
you like. To save it to a file you can type gpg --export —a user > filenane.txt, this will put
your public key in filename.txt.

Save this key so that you don’t loose it, perhaps make several copies. This public key is not a
secret, you should share it with anyone who whish to send you encrypted messages.

When handling keys in ASCII format they always begin and end with a dashed line, make sure
you always get all of those lines and everything in between when you copy and paste or move
these keys around.
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6. Private Keys and Secrets - The ‘Key’ to security

You don’t have to export your secret key, but it might be a good idea to store it in on a disk for
storage in a safe place. In many cases (in most cases for windows users), you do want to export
the secret key, store it somewhere safe, and then delete the key ring from your machine.

Make sure the secret key is stored VERY VERY safe; if anyone ever gets your private key, your
security is gone. Well, all that is left is the protection with your key pass phrase, but this last
defense is not considered as great as the key encryption itself. (So never write this pass phrase
down with your key or anywhere else)

NOTE: If you are on a Windows computer, the security of your private key ring file is very
limited (NOT VERY SECURE STORED ON A HARDDISK IN A PC CONNECTED TO ANY NETWORK
OR IN ANY TYPE OF MULTIUSER ENVIRONMENT!)

Windows NT/2000/XP has the possibility of using the NTFS file system, which is somewhat
secure if you set the appropriate permissions to your file. The FAT/FAT32/VFAT file systems
used in other windows versions and sometimes for NT/2000/XP are not secure at all. Using
Encrypted file systems with Windows 2000 or XP offers a lot better security to stored files.
Linux/UNIX offers a greater file system security, and by default gpg will set the right
permissions on your files.

GNU recommends: Store your private key on a floppy or CD and nowhere else. And when it is
time to decrypt a message, you download the message to your computer, then disconnect your
computer physically from any network and/or phone line, reboot, and then you can insert the
disk with your key, import it and decode your message(s). After decryption is done, make sure
no sensitive data is stored in your computer in clear text and remove your private key rings and
the key-disk before re-attaching any network connection.

It is highly recommended to NEVER store your private key on a server connected to the internet
without any form of protection.

Please read the GNU privacy handbook, as mentioned in section 1.
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7. Exporting the private key

By default gpg will not do anything with your secret keys without explicit telling it to. Please
read section 6 above before doing anything to your secret keys.

You can list the secret key with gpg --1i st-secret-keys

To export your secret key to a file mykey.txt to a floppy in you A: drive, type
gpg --export-secret-key —a user > A:\nykey.txt

And you can delete your secret key ring with del secring*.* in the gnupg directory. You may
want to make an extra security copy or two before deleting it.

P hanupg ]
C:~anupgiapa —-list—secret—keys
ci/anupasSEcring. apg

=ec  18240-FS2FOBFE 2

BE1-12-28 Hagar Horrible (hagar) <hagac@sauen.com:
s=sb  18249-FEDABDY4C 2881-1z2-28

Cz~anu pg_——eHport—secret—| ke = —a hagar
————— EEIﬁ EEP PR UATE KEY BLOCK-————
Lersion: GnuP5E wl.8.6 [HLngNSE]

Comment: For lnFD sge httpl<“wWwW.gnupg.org

lEHPBthZNURBHD/KnEhXESVKWZSdHHEEE %lETguIDF EDnEaﬂgGDIDEuEHE?lU
24l 2aFanuc+R1vAZpMdUcFHEInf2 2 99 ESTC 2SR a4t 8n ST 1uF+EH i Lin2k HHb <»
BHEUhEBFhrSEGdu/U [t +U+E9+H9 1 pg vy Jmz LULARA4FEgECY Rz AL CC9wtgwia Ty

DbZPRFabmaulLKg+ESulPDUEHPBEr olIPk EUeGtrbon BCE wds SAL Jw+dCYDOL 94
4FaFU1bt EBU?HUEBTXqumRDba$uuyTzZ?r?UreH1HHHha?BHUuEg+1VlSwKFT
WSy ELEH M L AlelUTehSlzwsROJdEFCHE JE9n<u 1d15uwsD

4H6u1 duibSuCoda
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EEE/EE+WEaBdnerDDtPE EEUKD A A atwt 07 3| 324Fc+ﬂ?almnxmpr zC0e

32 BAML At AL - 2H7 TesFRElJdeuy e lralln et IHS/UJESE/S HwLOHMEj ~Ez & JI |
tmEm+UHESdzUuDEbXHl+KrtuEEqu?J/BEﬁthw Jud D/Bmlz EUBFFZNFJdE?E
OgAAc-3dSEH. i HApk gGEHe M w LiAFABF4.JH 9. L MERETHE: ZhVS Lo i oHAK 90 Rok
mtupﬁm@ﬂBgJZ/SSltaCduCEh/SV Ok RTOUSMYIHBES TEAACWwe XHU 23057 L+~ +5.-K
SmkHumleEcHszEDSEFnVHI?S ﬁcmlLbEUEKEthEF KSRZaEFn Y EJAcZF 12 gy

Y29t P hHBBHRHgHHBQISINU ER=HCaHER: UOHaMIHgE F4ﬂﬂtﬁkmw3Tangu23+n

IGICF dM3bu VEchimD, E sIMFzw ZBEHREEDR BANRYMdE 23z 4RKeESALL EHM.BG3Pn BE G

EQwh € XaRBACEOS20t fbkgr 8435 I iwMHH4 tBmmnHAk o IbckpGHEF L7E <GF dhPRR

kd
4EZad EEBqudbEHBXIEaH D?BPnJde?GPwEREHUI+EruFEHrachuEUDIIEE+U
[NEx] XK+Lnl§ EnEEE?B ?TUumnSHkEKmquEkH452+82F6kaH EgF ¢ L&z
d LSk KgEh T2EJT i b BEHE CfUBLRE maZou YOH+FE JmcAE gh 3wvikn et OmG.-
LUSUANz EaluIPLESNEUudEuchTElxaﬂrdlﬂkkHSDyLlXHS REuKCEFE=dMe
?%?DHFEDS UEcpICE v UdHWE RV LZNRJS i 4 < AWMCwe Bk T +o+r EHngEEHd+
z DEDLlTNCThSaDEDNEDNDIS?Dd+Bkr =R lyGpade c/ra3wc b9 i MERUSHEZE
VBRuc oHAKsF FITEBELUME SES+RTWTR1 S EDm 95 10k UMEL SmyWNBES I SHACT
Ermgh b BrDNQSLESdEmFKaEEtSTEVk/BmIzE TEdfZmF dE? Dgﬂﬂ W' 1B30K Lws M
[ JDLDSRKSHRtazE+39dLH6R HHEZE Y SR oHAR S nl.J wBEJE52F44E
Sontdqui <5Y 0k UMEL9mYWMEES IEAACCE LOT = Mht BCE R BJEVNHKHUIE Hpdai'h
BBERHQHEBQI IWU4AR0 JEMHEIGE4L 9t »EL IAn 2cHA cBgbD&E FPHE LHe 1E1 FrucEs+
EHEDH+pqe?lngJEEPBwEBNrEE W==

C:~anupgiapa —-—export-secret—kews —a hagar * Ar-mwkey.tHt
C:~anupgidel secring#.#

C:~anupg: -

1| | X

If you did as the example was written, you should now have your secret key on a floppy, make
sure you store it in a very safe place. Please read section 6 about securing this key, as well as
the GNU privacy handbook mentioned in section 1.

So by now, you should have both your secret key and your public key on file in ASCII format.
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More to come... the script and so on..
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